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The Role of Roles in Compliance

Ä Enterprise role management is quickly becoming a critical technology for enabling organizations to verify 

and enforce regulatory policies and to audit the effectiveness of internal controls over user access. 

Ä But due to complexity and marketplace confusion, many companies struggle to find an approach that 

delivers practical and timely results.

Ä This workshop is designed to help technical leaders adopt a pragmatic strategy for managing roles as part 

of a successful governance, risk management, and compliance initiative. 

Ä SailPointõs Chief Technology Officer, Darran Rolls, will provide an in-depth look at role management 

concepts and technologies. 

Ä And, heõll offer recommendations that can help organizations achieve practical benefits with roles. Points 

of discussion include:

Â Introduction: What is role management?

Â Business drivers and use cases for role management

Â Where do roles fit in the world of compliance?

Â How do compliance roles relate to provisioning roles?

Â How useful is the NIST RBAC model?

Â Real-world deployment issues:

Â Engaging the business user in the process

Â Achieving flexibility, usability, and ease of deployment

Â Role model interoperability

Â Future directions for role concepts and technologies

Ä Workshop participants will gain the theoretical and practical knowledge they need to develop clear action 

plans for tackling role management in their organizations and to determine the most appropriate approach 

for the needs of their identity infrastructure and compliance objectives.
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Introduction
What is role management?

Â Role management & compliance

Â Dimensions ðnot only Roles

Â How to find roles

Â Where crafting roles is worthwhile

Â Centrally or locally



Role Management & compliance
two arbitrary examples

Ä Segregation of Duties

Â ISO17799 10.1.3

Â COBIT 4.0 PO4.11 

Ä Access control

Â ISO17799 11.5

Â COBIT 4.0 AI2.3



Segregation of Duties
Compliance requirements to role management

Ä ISO17799 10.1.3

Â Segregation of duties is a method for reducing the risk of 

accidental or deliberate system misuse . 

Â Care should be taken that no single person can access, modify or 

use assets without authorization or detection . 

Â The initiation of an event should be separated from its 

authorization. 

Â The possibility of collision should be considered in designing the 

controls.

Ä COBIT 4.0 PO4.11

Â Implement a division of roles and responsibilities that reduces the 

possibility for a single individual to subvert a critical process. 

Â Management also makes sure that personnel are performing only 

authorised duties relevant to their respective jobs and positions.



Access control
Compliance requirements to role management

Ä ISO17799 11.5

Â Access to information, information processing facilities, 

and business processes should be controlled on the basis 

of business and security requirements [é] 

Â The use of utility programs that might be capable of 

overriding system and application controls should be 

restricted and tightly controlled .

Ä COBIT 4.0 AI2.3

Â Ensure that business controls are properly translated into 

application controls such that processing is accurate, 

complete, timely, authorised and auditable. 

Â Issues to consider especially are authorisation 

mechanisms, information integrity, access control, backup 

and design of audit trails.



Processes ðroles ðrules
they define the organisation

Top-down Modelling

Ä The operations of organisations 

can be best described by its 

business processes.

Ä Processes consist of elementary 

actions: one person at a time 

and a location.

Ä Actions are performed by roles.

Ä To be able to do this they need 

access to resources.

Ä Processes and roles canõt be 

modelled independently.
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The dimensions of privilege assignment
access privileges are not only determined by roles

Dimensions, that determine the privilege é

hierarchy typically the superior has higher 

privileges than the subordinate.

function the business function in a 

corporation ðthe sum of its Roles.

location access rights often depend from 

the location.

structure organisational units (OU) 

differentiate the access rights too,

Cost centre cost centres often donõt match 

organisational units.

Contract type Due to common practice 

employees, contractual staff, 

consultants, temporary workers are 

assigned different privileges.
Tessaract or hypercube: 4-dimensional cube



How to find roles

Watch out for é

ÄUser categories

Â User types: employees, partners, suppliers, 

customers, and investors.

ÄJobs

Â Employee jobs (Director, Manager, 

Supervisor, Accountant, Sales 

Representative, Researcher, Designer, and 

so on) 

ÄJob functions

Â Business operations: Sales Representative 

submits orders, views orders for the 

district, manages customer complaints, and 

accesses the company intranet.

ÄAggregate job functions

Â All Employees use the company intranet; all 

sales personnel can view order status.

ÄJob tasks

Â Two tasks for using the company intranet : 

view intranet and print intranet pages

Č Role finding requires good knowledge of 

the business domain, some experience 

in related business modelling areas and 

a sound portion of intuition.



Where roles promise optimal results?

Ä High frequency ðlow complexity

Â Optimal efficiency

Â Roles were invented for this.

Â Start here

Ä Low frequency ðlow complexity

Â Direct privilege assignment

Â Role engineering is not worth the 

effort.

Ä High frequency ðhigh complexity

Â Worthwhile but risky

Â Continue here if the conditions are 

promising.

Ä Low frequency ðhigh complexity 

Â For highly sensitive jobs only

Â You must have good reasons to do 

role engineering here.
Organisational complexity
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central or local
IDs & Roles have central, access rights local focus.

Ä Roles are assigned to identities

Ä Roles can be ordered hierarchically.

Ä often (but not always) superior roles have all 
the access rights of subordinate roles 

Ä permissions are operations on objects.

Ä permissions can be assigned or denied 
additionally.

Ä Roles may be valid for a session (temporarily).
Source: Ferraiolo, Sundhu, Gavrila: A Proposed Stundard f¿r Role-Based Access Control, 2000. 
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